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Abstract
Sociotechnical systems (STS) refer to complex and large-scale systems that encompass
interactions between society's complex infrastructures and information technology. The
purpose of this paper is to identify, study and compare research works related to the
assessment of the resilience of these systems from an information systems perspective. We
are interested in evaluating sociotechnical systems (STS) in general but we focus especially
on their evolution during time and how to assess it. To this end, we conducted a systematic
literature review (SLR) that has as output a list of models, approaches and methods of
sociotechnical systems assessment. To compare these works, we used the systemic view
criteria that aims to represent a system in a holistic point of view. Our main contribution is
a detailed classification of the selected studies according to several criteria such as: the
resilience as-assessment quantification, the considered systemic aspects in the assessment
process and the studied domains. Our findings showed that the most assessment studies are
qualitative and none of the studies assess an STS in a holistic view.
Keywords: Sociotechnical systems, Assessment, Evolution, SLR, Systemic Approach.

1.

Introduction

Sociotechnical systems (STS) can be defined as increasingly common classes of a largescale system that feature a combination of human-intensive organizational systems and
technological systems [24]. This complex combination makes their resilience assessment
a very challenging task. In recent years, the number of resilience assessment works for
sociotechnical systems has been increased. In fact, up to 2014, approximately 10700 papers
have been published that have the followings terms: ‘sociotechnical systems’, ‘resilience’
and ‘assessment’. From 2015 to 2020, there has been a significant increase in the number
of papers using these terms (17000 papers). Figure 1 shows the number of published papers
year-by-year.
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Fig. 1. Number of papers having the terms ‘sociotechnical’, ‘resilience’ and ‘assessment’ [according to
Google Scholar].

Several systems in different domains can be considered and modelled as sociotechnical
systems. They all present a high level of complexity due to their interconnected
components. To understand this complexity, many studies provide different
representations for the STS components. Some studies partially represent the STS and
others model are based on holistic approaches where all the parts of the STS must be
considered. Among these holistic approaches, we find the systemic approach [20] that deals
with complex systems modelling and assessment by taking into account the nonlinear
interactions between their components [8]. In this context, a good modelling of an STS
can help to better assess its performance. In the literature, researchers are interested
especially in the resilience of an STS.
We introduce our study by a definition of the main concepts used in this SLR. Indeed,
we define the resilience of a complex system in different domains and from different point
of views. Then, we detail the systemic approach and their principal aspects.
The concept of Resilience depends on the studied domain. Multiple definitions have
been proposed in the literature. “Some definitions of resilience overlap significantly with
a number of already existing concepts like robustness, fault-tolerance, flexibility,
survivability and agility” [14]. Resilience is the ability of complex systems to recover
quickly after severe disruptions [18]. EUROCONTROL defines resilience as the ability of
a system to adjust its normal functioning during or after changes and disturbances [12]. It
is the ability to sustain main operations under both expected and unexpected conditions.
Sociotechnical systems are semantically complex with interrelated sub-systems. To
evaluate such systems, we need to consider their whole parts. The systemic approach [20] deals
with complex and non linear interactions between the components of a complex system [8]. It
considers the performance of the system as a whole. Several research works adopt a systemic
view to complex systems modelling and assessment. In such approach, a system is represented
by four views as following:
• Structural view: presents the elements/components of the system. We focus on the
relationships between the elements of the system more than the separated
subsystems.
• Functional view: what does the system do? What is it used for?
• Genetic view: how the system evolves?
• Teleological view: what is the purpose and goal of the system?
The main objective of this paper is to systematically investigate, study and compare research works related to the resilience assessment of sociotechnical systems. As an output,
we aim to classify the studied works according to several criteria based on the systemic
approach [20]. The conducting of this investigation is based on the research methodology
of systematic literature review [19].
This paper is structured as follows. Section 2 discusses the related works. Sections 3
and 4 describe the systematic review and the analysis results. Section 5 presents the threats
to validity. Section 6 concludes and discusses the future works.

ISD2021 SPAIN

2.

Related Works

We found 10 SLRs dealing with sociotechnical systems in general. Only one of them is
providing a study about the assessment of sociotechnical systems (i.e. [24]). Besides, none
of the mentioned SLRs (Table 1) reviews the studied field in a holistic manner. Savaget et
al. [24] published in 2019 an SLR about the foundations of the concepts of sustainability
and sociotechnical systems change. They identified 14 foundations needed to understand
sociotechnical system change for sustainability. Moreover, this study has been focused on
the concept of sustainability in general and its relations with STS change without
evaluating the STS itself. Each of the mentioned SLRs provides a review about STSs in a
specific domain. For example, Desmond et al. [9] published in 2019 a review studying the
cryptocurrency laundering as a complex sociotechnical system. This study considers crypto
laundering systems as complex sociotechnical systems. The authors’ goal is to study crypto
laundering systems from a system thinking perspective.
Table 1. Identified and Selected SRLs between 2010 and 2020.
Title

A Systematic Review of Sociotechnical System
Methods Between 1951 and 2019
Lean production in complex socio-technical systems: A
systematic literature review
The theoretical foundations of sociotechnical systems
change for sustainability: A systematic literature review
What do applications of systems thinking accident
analysis methods tell us about accident causation? A
systematic review of applications between 1990 and
2018
Coping with complexity in intensive care units: A
systematic literature review of improvement
interventions
Review of Industry 4.0 in the Light of Sociotechnical
System Theory and Competence-Based View: A Future
Research Agenda for the Evolute Approach
A Framework-Based Approach to Identifying and
Organizing the Complexity Factors of Human-System
Interaction
Toward to operationalization of socio-technical
ontology engineering methodology
Evaluating cryptocurrency laundering as a complex
socio-technical system: A systematic literature review
Pragmatic Interoperability for eHealth Systems: The
Fallback Workflow Patterns

3.

Sociotechnical
systems
assessment
-

Other

Reference

Human factor,
human behaviour,
safety.
Lean production

[16]

-

[24]

-

Accident Analysis

[15]

-

Intensive Care
units

[6]

-

Industry 4.0

[17]

-

Human system
Interaction

[13]

-

sociotechnical
ontology
Cryptocurrency
laundering systems
eHealth systems

[25]

Sustainability

-

[23]

[9]
[27]

Research Method: A systematic Literature Review

In order to study the assessment of sociotechnical systems in a holistic point of view (systemic
approach), we need to summarize, evaluate and interpret the existing works in this field. One
of the most effective methods for this is a systematic literature review (SLR).
Our Study is based on the SLR process and guidelines proposed by Kitchenham and
Charters [19]. In this section, we will explain the methodology and the process used to answer
our research question. Figure 2 presents our SLR process. It has three main phases: planning,
conducting and reporting. In the planning phase, we define essentially our research goals and
the plan to achieve them (i.e. review protocol). To do this, we should extract appropriate
research questions reflecting our research goals and define how to obtain the most relevant
studies (i.e. search process). The conducting phase depends on the first one. It represents the
proper review in which we execute the different steps of the defined plan (in phase 1). Finally,
we write the obtained results of the review and discuss them in the reporting phase.
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Fig. 2. The research Process of our SLR.

3.1

Planning Review Process

Research Goals. Our objective is to investigate sociotechnical systems and the possibility of
assessing them in a holistic way. In particular, we aim to identify how existing works evaluate
the dynamic aspect (evolution during time) of such complex systems. In order to compare
existing studies dealing with this research area, we proposed to classify them into five
categories:
•
•

•
•
•

First, the type of the research work: to compare different studies, we find out firstly
their contribution type. Therefore, we identify for each studied work if it is a model, a
method, an approach, a system, a platform, a framework or something else.
Second, we can regroup them according to the studied aspect of a sociotechnical
system. Based on the systemic approach [20], we distinguish four aspects: structural,
functional, genetic and teleological. This classification shows if there is a work that
assess the whole system (i.e. the four aspects).
Third, we check if the studied works consider the context of sociotechnical systems in
their evaluation. If yes, how they model it and by which parameters.
Fourth, we investigate if the assessment works are used to recommend improvements
for the sociotechnical systems performance.
Finally, we investigate: i) in which domain are applied these works and ii) if they are
specific to a particular domain.

Next step to achieve our goals is defining the appropriate research questions.
Research Questions. Our main research question is: (RQ): How to assess sociotechnical
systems in a holistic point of view qualitatively and quantitatively? To get detailed answers, we
derived sub-questions to focus on each part in the main question as illustrated in Table 2.
Table 2. Research Questions
Process phase
Publication
Research work
Type

Research question
RQ1- What is the time/publisher distribution of the publications?
RQ2- What is the type (model, method, approach, etc.) of research works dealing with
sociotechnical systems assessment?
RQ3– Is the proposed assessment contribution qualitative, quantitative or both?

Assessment
Aspect

RQ4- Which sociotechnical system aspect is evaluated?

Context and
recommendation

RQ5- Does the studied works consider the context in their evaluation? If yes, how is it
modelled?
RQ6- Is the assessment work used to recommend improvements for the sociotechnical
systems performance?
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Application
domain

3.2

RQ7- In which domain are applied the assessment works?
RQ8- Is the studied work specific to a particular domain?

Conducting Review Process

Search Strategy. (Existing SLRs, Research strings, Search sources). To find out the
relevant search strings to our goal and proposed research questions, we started by
identifying existing SLRs in the studied field. We aim to derive the most used items in
sociotechnical systems area. We used the search string S1 in Table 4, but we limited the
search to the title, abstract and keywords. We obtained 10 SLRs in total. Then, we selected
different concepts in relation with STS. For example, some papers write the two words
“socio” and “technical” attached by the punctuation mark “-“ (i.e. “socio-technical”),
others just attaches them directly (i.e. “sociotechnical”). A frequency analysis of information
of SLRs is performed followed by a statistical analysis of most frequently occurring terms or
phrases. We used QDA Miner and WordStat [29] to identify the most frequent terms and the
relationship among them (Fig. 3)

Fig. 3. Clusters of high‐frequency terms

The search for existing SLRs and primary studies was performed on five search engines of
relevance to sociotechnical systems in software engineering [4].
Table 3. Number of papers founded by search engine
Search database
IEEExplore
ACM Digital library
Google scholar
ScienceDirect
SpringerLink
Total (duplicated)
Total (non duplicated)

Existing SLRs
2
1
2
4
2
11
10

Primary studies
2
1
418
229
107
757
717

Table 4. Research Strings
S1

S2

Focus
Sociotechnical systems
in general
Sociotechnical systems
assessment (resilience)

Search strings
(“socio-technical system” OR “sociotechnical system” ) AND
(“systematic literature review” OR “systematic review”) AND
(“information systems”)
(“socio-technical system” OR “sociotechnical system” ) AND
(“assess*” OR “evaluat*”) AND (“resilience”) AND
(“information systems”)

Selection Criteria. We defined a set of inclusion and exclusion criteria to select relevant studies
(Table 5).
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Table 5. Inclusion and exclusion criteria
Inclusion criteria
C1. Published in the last five years (from 2015 to 2020)
C2. Focus on sociotechnical systems assessment (structural,
functional ,dynamic or finality assessment)
C3. Focus on assessment models, approaches, methods, systems
or platforms

Exclusion criteria
C4. Duplicated document
C5. In the form of books, abstracts,
keynote, posters and short papers
C6. Not written in English
C7. Out of scope

Selection process. In this step, we apply our exclusion and inclusion criteria where exclusion
criteria are used firstly. We excluded any article that fits at least one of these criteria. The results
of the previous step are examined using the inclusion criteria. Selected papers should fit all the
inclusion criteria. Based on the title, keywords, the abstract and the full text of a paper, we
identify if it matches any selection criteria or not. For the criteria C7 (i.e. out of the scope), we
eliminate papers by scanning the title and the abstract. In phase 2, we scan the full text of
remaining papers.

Fig. 4. Selection Process.

Quality assessment. In order to evaluate the quality of primary studies, we defined a list of
assessment questions. According to [19], there is no agreed of quality assessment but it is
important to define a checklist items that aims at minimizing bias and maximizing internal and
external validity of each study. This checklist is used to assess each study. To obtain numerical
quality evaluation, we assign a scale for each question in the checklist. Based on the guidelines
proposed in [10, 19], our quality questions and their correspondent scores are defined as
following:
•
•
•
•

Research aims: Is the study’s focus on Sociotechnical systems assessment?
Yes=1/ Partly=0.5/ No=0
Research Contributions: Is the study focus on i) assessing sociotechnical systems
or ii) using them to assess something else? i=1/ ii=0
Research outcomes: Is there a clear statement of findings? Yes=1/ Partly=0.5/
No=0
Contributions Evaluation: Simulation or Detailed case study=1/ General case
study=0.5/No evaluation=0

Data Extraction Form. We defined an extraction data form to extract and record full
information from each primary study. This form provides a description of date of data
extraction, authors’ names, year, title, source, keywords, article’s type (journal, conference,
etc.) and paper’s goals. In addition, it contains studies’ findings and conclusions. In table 6, we
detail extraction procedures to answer each proposed question.
Table 6. Data Extraction Methods
To answer
RQ1
RQ2
RQ3
RQ4

Extraction Method
Extracted directly from the study.
Studying the proposed contribution of every research work.
Identifying whether the study is qualitative or quantitative based on its goals and
the used method.
Based on the systemic approach [20], we identified four aspects to represent a
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RQ5
RQ6
RQ7
RQ8

4.

sociotechnical system.
Verifying if the studied work is using a context model.
Investigating if the proposed contribution is used to recommend improvements
of the resilience of sociotechnical systems.
Extracting directly from the study or from the case study (if there is one).
Verifying if the contribution depends on parameters of specific domain.

Results and Discussion

The output of our selection process is 58 relevant papers that are met our selection criteria. The
list of these 58 papers is accessible via this link. We classified these works according to several
criteria. To present this output, we answer each RQ.
4.1

Publication. RQ1- What is the time/publisher distribution of the publications?

Figure 5 presents the time/publisher distribution of the selected papers and their number for
each year. These selected papers are distributed within different publishers as follows: 2 IEEE,
5 Springer, 36 Elsevier and 15 others. During the last six years, there has been an increase in
the number of selected papers.

Fig. 5. Time/Publisher Distribution of Selected papers.

4.2

Research work Type. RQ2- What is the type (model, method, approach, etc.) of research
works dealing with sociotechnical systems assessment?

In order to compare the selected papers, we classified them into groups based on the type
of the proposed contribution. The bar chart in figure 6 presents the number of papers
organized by their type. All the selected papers propose contributions for sociotechnical
systems assessment in different outcomes forms. We derived 7 models, 23 methods, 10
approaches, 13 frameworks and 5 others.
Figure 7 shows the most proposed models, methods, frameworks and approaches by the
selected works. We notice that the Functional Resonance Analysis Method (FRAM) is the
most popular between them. 15 papers are based on this method. The FRAM has been
proposed to model the resilience of complex sociotechnical systems. It is a valid qualitative
approach providing a functional model of the relationships between sub/systems [11]. It
describes sociotechnical systems by their functions, rather than how they are structured [1].
For models, we cite Multi-Agent Systems model (MAS). It represents complex systems by
describing the behavior and interactions of a collection of agents [26]. An agent is an
autonomous decision-making entity. Besides to the FRAM method, we find also Analytical
Hierarchy Process method (AHP) that is used mainly to deal with multiple criteria decision
making [2]. The SocioTechnical Risk Analysis (SoTeRiA) is one of the most popular
frameworks. It is a theoretical causal framework that connecting both the social aspects
and the structural features of one organization with technical system Probabilistic Risk
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Assessment (PRA) [21]. When for approaches, Systems-theoretic accident modelling and
processes (STAMP) is an approach that assesses the safety function of a complex system.
It aims to effectively face the technological change, increase the ability to learn from
experience, understand the changing nature of accidents, and particularly deal with the
complexity from the interaction among diverse system components [3].

Fig. 6. Selected papers Types (part 1)

4.3

Fig. 7. Selected papers Types (part 2)

Research work Type. RQ3– Is the proposed assessment contribution qualitative,
quantitative or both?

The studied works can be classified into qualitative, quantitative or both. A quantitative
study is a research strategy that considers quantification in the collection and analysis of
data. It is a deductive approach that combines theory and research [5]. A qualitative study
is considered as a research strategy that concentrates on words rather than quantification.
It is an inductive approach to the relation between theory and research [5].
The bar chart in Figure 8 shows the number of qualitative/quantitative studies published
by year. 33 studies are qualitative (57%), 20 are quantitative (34%) and only 5 are both
qualitative and quantitative (9%).
To quantify the resilience, several properties and metrics are proposed by the studied
works. The most used properties to characterize the resilience of an STS are robustness,
flexibility, effectiveness and resilience loss. To measure each resilience property, we found
that the majority of the selected studies are using the following metrics: i) graph theory
metrics (connectivity, centrality, modularity, redundancy, diversity) and ii) Bayesian
probability metrics.

Fig. 8. Number of qualitative/quantitative studies.

4.4

Assessment Aspect. RQ4- Which sociotechnical system aspect is evaluated?

We classified the selected papers in this section according to the systemic approach
presented in section 2. As mentioned in the background section, the systemic approach
considers a system as a whole. Four aspects present a sociotechnical system in this
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approach: structural, functional, teleological and genetic. We investigate for each selected
paper the systemic aspects considered in its assessment contribution.
Figure 9 shows the number of the selected papers by aspect. As a result, 13 papers are using
a structural model, 26 papers for the functional aspect, 15 papers for the genetic aspect and
only 2 papers are dealing with the teleological aspect. In Figure 9, we detail also the number
of the selected papers that using more than one aspect at the same time. It depicts 3
associations: structural-genetic (6 papers), functional-genetic (4 papers) and structuralfunctional (4 papers). We notice that none of the selected studies combines the four
systemic aspects.

Fig.9. Evaluated sociotechnical system aspects.

4.5

Context awareness. RQ5- Does the studied work consider the context in their evaluation?
If yes, how it is modelled?

Only 4 studies propose a representation of the context of the studied system. Although,
these works present the STS context in a specific domain. For example, the context in [7]
is characterized by parameters of the airline domain. The authors in [26] define some
contextual criteria for the air transport domain such as weather, route structure,
environmental conditions and airport infrastructure. [22] provides a context assessment
method to analyse accidents.
4.6

Recommendation. RQ6- Is the assessment work used to recommend improvements for the
sociotechnical systems performance?

In general, assessment works are proposed to recommend improvements. In our context,
sociotechnical systems assessment studies can be used to recommend improvements to
their performance. However, none of the selected papers provides a recommendation to
improve the resilience of the studied sociotechnical systems.
4.7

Application domain. RQ7- In which domain are applied the assessment works?

The application domains treated in the selected studies are detailed in Figure 10. The top 5
most cited application domains are air traffic management, crisis management, accident
safety, infrastructure safety and chemical process industry. We notice that all the
mentioned domains are critical and need to be effectively assessed.
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Fig.10. Top 10 treated domains.

4.8

Application domain. RQ8- Is the studied work specific to a particular domain or can be
generic?

Here, we try to define which study is providing a general contribution independent to any
application domain. Specific studies present an assessment work for sociotechnical
systems considering specific parameters and details of the studied domain. Fig. 11 shows
the number of the general/specific studies by year. There were 48% general works and 52%
specific ones.

Fig.11. Number of general/specific domain studies.

5.

Threats of validity

At this stage, we assume that our research method might have some threats of validity, and
we try to self-assess them here in order to denote the trustworthiness of our findings. To do
so, we treat these potential threats according to the classification proposed in [28].
Construct validity is about identifying correct measures for the concepts being studied.
Our goal in this SRL is to identify the most relevant papers in relation with the research
problematic. To do so, we must select adequate terms for the automatic search. We focused
on ‘sociotechnical’, ‘assessment’ and ‘resilience’ terms. However, we noticed that, in the
literature, the term ‘resilience’ might be referenced by the term ‘performance’ in some
studies. To reduce this threat, we didn’t exclude works using ‘performance’ instead of
‘resilience’. We also think that ‘performance’ is a general term that includes other
properties not only the term ‘resilience’. Moreover, the restricted time span can be
considered as a construct threat. Our research focus on papers published between 2015 and
2020. This choice is based on the limited number of published papers in the studied field
before 2015.
Internal validity is the degree of the validity of a conclusion when examining causal
relations. In our study, this aspect of validity concerns primary study duplication and bias
in data extraction. To overcome these threats, we eliminated duplicated studies in the first
step of our approach. Also, we defined a data extraction form that contains a particular
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extraction method to each studied question (see table 6).
Conclusion validity is concerned with to what extent the results are dependent on the specific
researchers. This aspect might be presented by a miss-assessment of primary study. To
minimize this threat, we followed a detailed assessment grid using assessment criteria defined
by the guidelines proposed in [19] and [10].
External validity is concerned with to what extent the results can be generalized to other
domains. Some papers and databases are not accessible especially technical reports, white
papers and work in progress. In addition, our SLR is limited to papers written in English
due to the fact that English is the most used language in the studied field.

6.

Conclusion

In this study, we conducted an empirical research on STS resilience assessment. The
number of the selected studies was 58 between 2015 and 2020. The goal of this SRL is to
identify and summarize the most relevant studies dealing with STS resilience assessment
in a holistic view.
By reviewing the 58 selected studies, we classified them into groups according to
different criteria. First, we were interested in STS resilience assessment quantification.
34% of all selected studies are quantitative and only 9% are both qualitative and
quantitative. We found also that the most studied resilience properties are robustness and
flexibility which are measured using graph theory metrics. Second, we investigated the
assessed aspect of an STS. Most of the studies assess the STS resilience in a single point
of view. None of these works deals with the four aspects (structural, functional, teleological
and genetic) defined by the systemic approach. Third, our findings also showed that there
is not a study that recommend resilience improvements based on the proposed assessment
work. The context of an STS is a crucial factor to better assessing the resilience of such
complex systems. However, we found only 4 studies that represent the context and consider
it in their resilience assessment contribution. Finally, we investigate the studied domains
considered by the selected studies. We distinguish several domains. Each one of them can
be considered as a critical one such as the crisis management domain.
Based on this SRL, we propose to overcome the limits of the studied works as a future
work. Indeed, a novel framework that assess the resilience of an STS in a holistic view can
be a better solution in this field. This framework should represent an STS based on the
systemic theory. It should consider the STS context in its assessment. In addition, it should
recommend improvements for the resilience of such systems.

References
1.

2.

3.
4.

5.
6.

7.
8.

Anvarifar, F., Voorendt, M.Z., Zevenbergen, C., Thissen, W.: An application of the Functional
Resonance Analysis Method (FRAM) to risk analysis of multifunctional flood defences in the
Netherlands. Reliab. Eng. Syst. Saf. 158 130–141 (2017)
Azadeh, A., Asadzadeh, S.M., Tanhaeean, M.: A consensus-based AHP for improved assessment
of resilience engineering in maintenance organizations. J. Loss Prev. Process Ind. 47 151–160
(2017)
Banda, O.A. [Valdez, Goerlandt, F.: A STAMP-based approach for designing maritime safety
management systems. Saf. Sci. 109 109–129 (2018)
Brereton, P., Kitchenham, B.A., Budgen, D., Turner, M., Khalil, M.: Lessons from applying the
systematic literature review process within the software engineering domain. J. Syst. Softw. 80 (4),
571–583 (2007)
Bryman, A.: Social Research Methods. Oxford University Press (2016)
Bueno, W.P., Saurin, T.A., Wachs, P., Kuchenbecker, R., Braithwaite, J.: Coping with complexity
in intensive care units: A systematic literature review of improvement interventions. Saf. Sci. 118
814–825 (2019)
Cook, A., Delgado, L., Tanner, G., Cristóbal, S.: Measuring the cost of resilience. J. Air Transp.
Manag. 56 38–47 (2016)
De Rosnay, J.: Le macroscope: vers une version globale. Editions du Seuil (1975)

W.ELJAOUED, N.BEN YAHIA, N.BELLAMINE BEN SAOUD

9.
10.
11.
12.
13.
14.
15.

16.

17.

18.
19.
20.
21.

22.
23.
24.

25.

26.
27.

28.

29.

SLR ON STS RESILIENCE ASSESSMENT…

Desmond, D.B., Lacey, D., Salmon, P., Futter, A.: Evaluating cryptocurrency laundering as a
complex socio-technical system: A systematic literature review. J. Money Laund. Control. (2019)
Dyb\a a, T., Dingsøyr, T.: Empirical studies of agile software development: A systematic review.
Inf. Softw. Technol. 50 (9–10), 833–859 (2008)
Eljaoued, W., Yahia, N.B., Ben Saoud, N.B.: A Qualitative-Quantitative Resilience Assessment
Approach for Socio-technical Systems. Procedia Comput. Sci. 176 2625–2634 (2020)
Eurocontrol, A.: White Paper on Resilience Engineering for ATM. Rep. Proj. Resil. Eng. ATM.
(2009)
Ham, D., Park, J., Jung, W.: A Framework-Based Approach to Identifying and Organizing the
Complexity Factors of Human-System Interaction. IEEE Syst. J. 5 (2), 213–222 (2011)
Henry, D., Ramirez-Marquez, J.E.: Generic metrics and quantitative approaches for system
resilience as a function of time. Reliab. Eng. Syst. Saf. 99 114–122 (2012)
Hulme, A., Stanton, N.A., Walker, G.H., Waterson, P., Salmon, P.M.: What do applications of
systems thinking accident analysis methods tell us about accident causation? A systematic review
of applications between 1990 and 2018. Saf. Sci. 117 164–183 (2019)
Imanghaliyeva, A.A.: A Systematic Review of Sociotechnical System Methods Between 1951 and
2019. In: Ahram, T., Karwowski, W., Vergnano, A., Leali, F., and Taiar, R. (eds.) Intelligent Human
Systems Integration 2020. pp. 580–587. Springer International Publishing (2020)
Imran, F., Kantola, J.: Review of Industry 4.0 in the Light of Sociotechnical System Theory and
Competence-Based View: A Future Research Agenda for the Evolute Approach. In: Kantola, J.I.,
Nazir, S., and Barath, T. (eds.) Advances in Human Factors, Business Management and Society. pp.
118–128. Springer International Publishing (2019)
John, A., Yang, Z., Riahi, R., Wang, J.: A risk assessment approach to improve the resilience of a
seaport system using Bayesian networks. Ocean Eng. 111 136–147 (2016)
Kitchenham, B., Charters, S.: Guidelines for performing systematic literature reviews in software
engineering. (2007)
Le Moigne, J.-L.: La modélisation des systèmes complexes. lmds. (1990)
Pence, J., Sakurahara, T., Zhu, X., Mohaghegh, Z., Ertem, M., Ostroff, C., Kee, E.: Data-theoretic
methodology and computational platform to quantify organizational factors in socio-technical risk
analysis. Reliab. Eng. Syst. Saf. 185 240–260 (2019)
Petkov, G.: Symptom-based context quantification for dynamic accident analysis. Saf. Sci. 121 666–
678 (2020)
Righi, A.W., Saurin, T.A., Wachs, P.: A systematic literature review of resilience engineering:
Research areas and a research agenda proposal. Reliab. Eng. Syst. Saf. 141 142–152 (2015)
Savaget, P., Geissdoerfer, M., Kharrazi, A., Evans, S.: The theoretical foundations of sociotechnical
systems change for sustainability: A systematic literature review. J. Clean. Prod. 206 878–892
(2019)
Sensuse, D.I., Sucahyo, Y.G., Silalahi, M., Wulandari, I.A., Akmaliah, I.F., Noprisson, H.: Toward
to operationalization of socio-technical ontology engineering methodology. In: 2017 5th
International Conference on Cyber and IT Service Management (CITSM). pp. 1–7. (2017)
Stroeve, S.H., Everdij, M.H.C.: Agent-based modelling and mental simulation for resilience
engineering in air transport. Saf. Sci. 93 29–49 (2017)
Weber, J.H., Kuziemsky, C.: Pragmatic Interoperability for eHealth Systems: The Fallback
Workflow Patterns. In: 2019 IEEE/ACM 1st International Workshop on Software Engineering for
Healthcare (SEH). pp. 29–36. IEEE, Montreal, QC, Canada (2019)
Zhou, X., Jin, Y., Zhang, H., Li, S., Huang, X.: A map of threats to validity of systematic literature
reviews in software engineering. In: 2016 23rd Asia-Pacific Software Engineering Conference
(APSEC). pp. 153–160. IEEE (2016)
Qualitative Data Analysis Software, Mixed Methods Research Tool, Provalis Research,
https://provalisresearch.com/products/qualitative-data-analysis-software/, Accessed: January 10,
2021

